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1. General

1.1  Introduction
The FDS customer may use the file transfer client of their choice.
In this document, the creation of SSH key pair and their configuration as well as important hints for the 2 most
used software clients (WinSCP and FileZilla) are described. Although previous and future versions of these

software and other SFTP clients as well should generally function without a problem with FDS, our IT unit can
only provide limited support for problems or implementation of transfer solutions.

1.2 Definitions, acronyms and abbreviations

SSH SSH or Secure Shell refers to both a network protocol and the respective programmes
that are used to establish an encrypted connection with a remote computer in a secure
manner.

SCP Secure CoPy or SCP is a protocol for the encrypted transmission of data between two
computers in a computer network.

SFTP SFTP or SSH File Transfer Protocol is a further development of SCP and enables the
secure transmission of data to remote systems.

PUTTY PUTTY is a free SSH client, developed by Simon Tatham for Microsoft Windows.
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2. SFTP

2.1 Introduction

SFTP (SSH Secure File Transfer Protocol) is a safe file transfer protocol. The connection between client and server
is encrypted, making it impossible for an outsider to observe and collect data. SSH assures that data are
complete and unchanged from sender to receiver.

Attention: to correct common misconceptions, SFTP is not FTP over SSH (sometimes called Secure FTP), nor is it
particularly like FTP at the protocol level. It should also not be confused with FTPS (FTP over SSL).

The FDS SFTP server supports:
e version 2 SSH,
e version 3 SFTP protocol,
e inbound SCP commands using SSH/SCP protocol, as supported by OpenSSH. Note that SCP does not
support list, delete or rename,
e transfers of files 50 Gigabytes in size,
e 200 concurrent inbound connections from the same user account,
e user account locking for 30 minutes after 5 failed attempts,
e SSH keys in OpenSSH, ssh.com and PuTTY format,
e more than 1 SSH key for each user account.

The FDS SFTP server does not support:
e version 1 SSH,
e interactive shell session,
e transfer resumption,
e change of file attributes,
e manipulations of the directories structure.

2.2 Security

The FDS customers must ensure that their file transfer software are up-to-date. It is particularly important that
only encryption algorithms and message authentication codes (MAC) considered as safe are used.

The Swiss Post and its service and business units will not assume responsibility or liability for any damages that
are incurred due to the use of unsecure algorithms and/or MAC methods.

2.2.1 Encryption algorithms

Safe algorithms are:
aes256-ctr

aes192-ctr
aes256-gcm@openssh.com

IT Post reserves the right to not support unsafe algorithms anymore and this without advance notification.
2.2.2 Message Authentication Codes (MAC)

MAC is a symmetric encryption method used to ensure the integrity of a message.
Safe MAC procedures are:

hmac-sha2-256

hmac-sha2-512

IT Post reserves the right to not support unsafe MAC anymore and this without advance notification.
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2.3 Public and private key

The simplest authentication method is with password but even though this one will be encrypted, automated
scripts can break passwords easily compared to other authentication methods.

For this reason, the only method allowed for authentication on our FDS server is the use of SSH key pairs.

SSH key pairs are asymmetric keys, meaning that the two associated keys serve different functions.

The public key is used to encrypt data that can only be decrypted with the private key.

The public key can be freely shared, because, although it can encrypt for the private key, there is no method of

deriving the private key from the public key.

- The public key must be sent to Swiss Post (in accordance with the instructions in the FDS letter of
confirmation) and is stored on the Swiss Post FDS server.

- The private key must remain on your computer and may NEVER be given to others!

- The pair of keys must be generated by the participant.

- FDS supports “RSA” (Rivest-Shamir-Adleman) keys algorithm.

- ltis required to use a minimum of 4096 bits for the generated key.
Note: It is highly recommended to protect the key file with a passphrase. This will encrypt the private key when it
is saved in a secure location on the local machine. Using passphrases for batch SSH-keys requires familiarity with

the SSH-agent authentication subsystem. Participants should be aware that the use of strong encryption
methods and encrypted SSH-keys is advisable but will raise administration efforts and system complexity.

2.3.1 Creating an SSH key pair with PUTTY

PUTTY is an open source software for Microsoft Windows. It can be downloaded at http:/Awww.putty.org .

Beside a SFTP client (putty.exe) puttygen offers the possibility to generate key pairs.

E® PUTTY Key Generator ? x
File Key Conversions Help
Key
Mo key.
Start PuTTYgen
Check whether RSA and at least 4096 (bits) are
selected and then: Click "Generate"
Actions
(Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
|© RSA (O DSA | (O ECD3A (OED25519 () 55H-1(RSA]
Number of bits in a generated key:
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Move the cursor over the blank area

BE® PuTTY Key Generator ? >

File Key Conversiocns Help
Key

Please generate some randomness by moving the mouse over the blank area.

1
%

Actions

Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Sawve public key Save private key

Parameters

Type of key to generate:
RSA DSA ECDSA ED25519 SSH-1 (RSA)

MNumber of bits in a generated key: 40596

When it is ready, the mask appears
with the keys.

Select " Save public key"

B2 PuTTY Key Generator ? >

File Key Conversions Help

Key
Public key for pasting into OpenS5H authorzed_keys file:

sshsa AAMABINzaC Tyc 2ZEAAAARIGAAAGEAIPIWFShrghKnPh ~
+POglDG v Hall/ET7/0zEz8qgPtMgch43oge N8p D Rgaf PpiAt 7pj5 A Zh 3w N Splak 4nf
cnal3mweG0b Ti0+m+h4s AGHw TN UVdkre K RInNnUW LVon N2S

+#wEne TGIZ4v4gCp ¥0ep BGGpcPykuGZw LpHRv ByiRtbajNe Bt SRo40sVKEb SdvRv 5N
OmNw25SvCHP /Skpordh 685y FhBTCCBTrsg80mP P 3sjzx 20C 7J65eRvubtg YgHBhsLOX  w

Key fingerprint: |53h-rsa dﬂﬂﬁzﬁﬂﬁ:ﬂ&:db:-iﬂ:aﬁ:‘f:ba:&':Bﬁ:b5:05:3d:%:5b:1e

Key comment: |rsa-key—2|]1‘3lﬂ?23

Key passphrase: |

Caonfirm passphrase: |

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key I Save public key I : Save private key

Parameters

Type of key to generate:

(@) RSA (I DSA (J ECDSA () ED25519 iZ 1(RSA)

MNumber of bits in a generated key:
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Select then "Save private key"

It is highly recommended to protect
the key file with a passphrase. This will
encrypt the private key when it is
saved in a secure location on the local
machine. Using passphrases for batch
SSH-keys requires familiarity with the
SSH-agent authentication subsystem.
Participants should be aware that the
use of strong encryption methods and
encrypted SSH-keys is advisable but
will raise administration efforts and
system complexity.

In this example we will continue
without passphrase.

PLEASE NOTE: The private key must remain
on your computer and may NEVER be
given to others!

E PuTTY Key Generator
Eile

Key
Public key for pasting into Open55H authorized_keys file:

Key Conyersions Help

sshrsa AAAABINzaC lyc2EAAAABIQAAAGEAIPIWFShrghKnPh

]

+P0ql0GAwHall/ET 70z Ez8qg Pt Mgch43oge M 8p DRaqf PpiAt 7pj5 7t Zb 3w M Sp Dak 4nf
cnalImweG0b 1i0+m+hds AGXw 7N UNVdkre KZRJn Nn UW LIVon N 25

+w Ene TGIZ4v4gCp X0ep3GGpcPykuGZw LpHRv SyiFtbajNe Bt SRo40s VKb 3dv Rv BN
OmNw25vCHP /Skpordh 685y FhBTCCE Trag80m PP 3sjzx 20C7J65e Rvubtg YgHBhsLOX »

Key fingerprint:

F-.
|sshsa 409.3:6:26:05:4b:40:a5:5 ba 6 8855:05:8d:%b 5b:Te

Key comment: |r3a-ke:.-—2D'| 50723

Key passphrase: |

Corfirm passphrase: |

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key Save public key

Parameters

Type of key to generate:

@RSA ODsA

Mumber of bits in a generated key:

(O ECDSA

Generate

Load

I Save private key

() ED25519

(C)S5H-1(RSA)

4096

2.3.2 Creating an SSH key pair with OpenSSH

OpenSSH is available for any UNIX operating environment and common Linux distributions.
Further information about OpenSSH is available at: http:/Avww.OpenSSH.com

Below is an example of the generation of a key pair using OpenSSH:

ssh-keygen -b 4096 -t rsa -f /tmp/demo_key -C "comment for demo key"

Here is an example of a private key:

# cat /tmp/demo_key
----- BEGIN RSA PRIVATE KEY-----

MIIJKAIBAAKCAgEAybf8vCaIZc8pSTgpbVUD3aBVC1AnKfBHIqGZA9E7w/TMcs9p
meOU4ANTbOVHgbxPtWlg/qF TGEXRcXhLCjWFE3rV5EQ3sBj3tvLQIZ89Sh/GG21si

< --- SNIP --- >

ACdBLStDxIURm@3gmMcBhKHDgq4owQlDyESvallLWhIaxFwHpzamOAbPYVqBMbqT38
Bc1eG1OEE4d3yyWoMLOpwbsbhbmjSUjVV4IeDpNciqADBK5mQ3HNGNYKNGQ=

----- END RSA PRIVATE KEY-----

And here is an example of a public key (this one is automatically generated with the ending .pub):

# cat /tmp/demo_key.pub

ssh-rsa AAAAB3NzaClyc2EAAAADAQABA < --- SNIP --- > 6mEO5Gh28Vw== comment for demo key
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3. Connection to FDS

3.1 Introduction

The FDS server is reachable at the address fdsbc.post.ch (internet and leased lines) or fdsbc.pnet.ch (internal
post network).

The FDS SFTP server is running on standard port 22.

Relevant details like username, names of directories, file names, schedule of transmission, etc. are communicated
during the service ordering by the respective customer services of the business unit of Post CH Ltd.

Planned service maintenances are published on https:.//www.post.ch/fds

3.2 Test of the connection

The connection to FDS can be tested using telnet:

# telnet fdsbc.post.ch 22
Trying fdsbc.post.ch...
Connected to fdsbc.post.ch.
Escape character is '~]'.
SSH-2.0-SFTP Server

Please note: the FDS server is using 2 IP addresses. Both addresses can be identified using multiple DNS lookup
(nslookup fdsbc.post.ch for instance).

The IP addresses may only be used for the configuration of firewall rules. For the connection from your
application to the FDS server, it is essential that you use the domain name.

In case the FDS server is not reachable, please assure that your firewall does not block the connection.

In order to get an efficient help from our side, it is important to provide all needed information (user name, error
message, exact time of the concerned connection, file and directory names).
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4. Filezilla

4.1

Importing a key with FileZilla

In FileZilla you can import keys in PUTTY format as well as in OpenSSH format.

Start FileZilla 5 IS ——
- . - - - - e
File Edit View Transfer Server Bookmarks Help
=> Edit A~ IFEER) 2 v D& & @ N
=> Settings
= SFTP | Host: Username: Password: Port: E]
=> Add keyflle Settings [ = |
= Select page: Public Key Authentication
[=- Connection - To support public key authentication, FileZilla needs to know the private keys to
(then select the 2-FTP | use.
correct private | [ Active mode Private keys:
. Passive mode
key flle) FTP Proxy Filename Comment Data
SFTP
----- Generic proxy =
= Transfers
-File Types
----- File exists action
- Interface
i Themes
Site local : ‘Date/time format Site dis
lesize format
e lists
- Language < m | 3
[=)-File editing i
Add keyfile... Remaove key
( oK
Alternatively you can use the Pageant tool from PUTTY to manage your keys,
[ Cancel ] FileZilla does recognize Pageant.

& Fiezi

File Edit View Transfer Server Bookmarks Help
NaA~-FEFF ey _B&keE1@ T 0
‘ Host: Username: Password: Port: [
This (yellow) line [ settings )
indicates that : —
the key has been Select page: Public Key Authentication
imported = C:or'lnectlorl = E:ewpport public key authentication, FileZilla needs to know the private keys to
successfully. Private leyes
Filename Comment Data
Ci\demo_filezilla. ppk imported-opens... ssh—sa 4096 51:ae:eb:bd:c
Generic proxy =
- (ansFers
File Types
File exists action
=) Interface
Themes
- Dateftime format E
Site log Filesize format r
i File lists 1
- Language < | [T | 3
[=)- File editing i
Add kevyfile... Remove key
[ ok ]
Alternatively you can use the Pageant tool from PUTTY to manage your keys,
[ Cancel ] FileZila does recognize Pageant.
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4.2 Automatic import with PuTTY’s Pageant

"Pageant" (PUTTY authentication agent) is an SSH agent which can be used to pass on SSH authentications.
Pageant can import keys and make local programmes available when requested. The interface is open, meaning
that other programmes can connect up with this service by Pageant.

E? PuTTY User Manual -t N = IEII _X_’

- I T S I S A B S o

Ausblenden Vorheriges Nachstes Zuriick: Yorwarts  Stasete  Drucken  Optionen

-~
Inhatt | index | Suchen : =
= i || et Chapter 9: Using Pageant for
=] PuTTY User Manual A = -
= ||| authentication
@ Introduction to PuTTY
@ Getting started with PuTTY ) o
= Pageant is an SSH authentication agent. It holds
o your private keys in memory, a!ready deched, S0
that you can use them often without needing to
T USINg T O TOTRanNSTer mesTsect type a passphrase.
0 Using PSFTP to transfer files se«(
¢ Us!ng the c.:ommandJme connedlo.n to.c e 9.1 Getting started with Pageant [
@ Using public keys for SSH authenticatic e 9.2 The Pageant main window
@ Using Pageant for authentication 0 9.2.1 The key list box
@ Common emor messages = o 9.2.2 The 'Add Key’ button
El T 0 9.2.3 The 'Remove Key’ button
e 9.3 The Pageant command line |
Organize v Open Burn New folder
4 |, SSHTOOLS o Name ’ Date modified Type Size
di PuTT¥ | mtputty.exe 2310.2013 16:05 Application 732KB
| B PAGEANT.EXE 06.08.2013 18:12 Application 144 KB
P PLINK.EXE 06.08.2013 18:12 Application 304 KB
Start PAGEANT.EXE o / £P PSCP.EXE 06.08.2013 18:12 Application 316 KB
i USBDriveScanner 2B PSFTP.EXE 060820131812  Application KB
2 WWE'E 2 PUTTV.CHM 06.08.2013 18:12 Compiled HTML ... 438 KB
> Wi Windaus Defender | PUTTY.CHT 06.08.2013 1812 CNT File 2 KB
oL Wf”dOWSMmI_ P PUTTV.EXE 06.08.2013 18:12 Application 484 KB
> W8 Windouws Media Player @ PUTTY.HLP 06.08.2013 1812 Help file 644 KB
> 8 Windaws NT [P PUTTYGEN.EXE 060820131812 Application 180 KB
| Windows Photo Viewer

Pageant embeds itself in the System Tray on the right underneath the Quickstart bar and shows all the sessions
that are saved in Pageant.

This icon appears in the task bar:

| pE|[« @y @] 10:43
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Once it has been opened the
"Pageant Key List Window" opens, which
at this point is still empty:

®r Select Private Key Fi [ = ]
,(--\ - ‘ » Libraries » Documents » My Documents » _key ""H Search _key ,O‘
Organize + New folder B== = @
e |£| Dkocurnents hbrary Arrange by:  Folder =
4 Libraries s =
@ D CLINENS Name Date modified T.
H * [ My Documents ] demo_putty_private.ppk 08.04,2014 17:20 P
Sglect the private key ( :ppk) b ey e
via "Add Key" and confirm Ji Add-in Express
K H n " | Altova
by C“Cklng Open ' Only My Data Sources
keys in PUTTY format will be L\ My Received Files
accepted here. LTS
. Onelote Motebooks
| Outlook Files
|/ Remote Assistance Logs Sl = ‘ D
Filename:  demo_putty_private.ppk ~  [PuTTY Private Key Files ("ppk) ~|
[ Open |v] [ Cancel ]
Pageant Key List ? et
If the key appears as in the following sshisa 409 Te:e343:0205:331129f421:043c 82675243 rsakey-20190718
example it has been imported correctly
and is now located in the computer’s
memory. Diverse "SSH programmes"
and above all, FileZilla, now have direct
access to the key from the memory.
Add Key Remove Key
Help Cloze
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4.3 Notes on FileZilla

Settings B
Swiss Post also uses an ID S/_IPS Select page: .
SyStem as one Of Its Y rotection [=- Connection - Maximum simultaneous transfers: 2 {1-10)
meCh a n |Sm$. Limit for concurrent downloads: 0 {0 for no limit)
To avoid being locked out, we B »
R Limit for concurrent uploads: 0 {0 for no limit)
recommend limiting the
number of transmissions taking SDDEEd imits
At A~AmA | Generic proxy = Enable speed limits
place at the same time to one & Transfers oot 100 o
or two at the most! - File Types
- File exists action Upload limit: 20 (in Kiojs)
—|- Interfa
g g 'Il-'hecries Burst tolerance: | Mormal
Dateftme format
: F?Iesize format Filter invalid characters in filenames
Lan FL'J: I|:ts Enable invalid character filtering
Fil gd.s + | When enabled, characters that are not supported by the local operating system in
E)-File editing flenames are replaced if downloading such a file,
[ oK ] Replace invalid characters with: _
[ Cancel ] The following characters will be replaced: }/: *7 " < > |
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5.  WinSCP

5.1 Importing a key with WinSCP

1) Start WinSCP

2) Click
“Advanced...”

3) then click on
" Authentication”

Click "... —Field" and select
the private key

Advanced Site Settings | ? P
Environment || Bypass authentication entirely (S5H-2)
i Directories o .
Recyde bin Authentication options
SFTP Attempt authentication using Pageant
ShE"_ [] Attempt TIS or CryptoCard authentication (S5H-1)
Connection
e Proxy Attempt keyboard-nteractive’ authentication (55H-2)
= Tunnel Respond with password to the first prompt
- Key exchange Authentication parameters
Authentication _
_____ Bugs [] Allow agent forwarding
Mote Private key file:
G5SAPI
[ Attempt GSSAPI authentication (S5H-2)
Allow GSSAPI credential delegation
o) Com ) (o

5.2 Notes on WinSCP

If you have problems with
permissions after uploading
files, this can be rectified by
going to ...

Upload of file 'test’ was successful, but error occurred
while setting the permissions and/or timestamp.

If the problemn persists, turn off setting permissions or preserving
timestamp. Alternatively you can turn on 'Ignore permission errors’
option,

Permission denied. *
Error code: 3

Error message from server This server does not support operations

to modify file attributes,

| abort || Rety || skp || Skipall || Help
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‘ | pi=
Session
File protocol:
|sFTR v
. . Host name: Port number:
o Advanced.. L= fdsbet.pnet.ch 2
Transfer Setting Rule ...
User name: Password:
pO5137
=> Disable the "Set
. " . Save I"’] ’ Cancel Advanced... |"’]
permissions" option and
activate the "Ignore Session
permissions errors" fields. Advanced...
| Transfer Settings Rule...
Global Preferences
th .
Logging...
Manage hd Login = Close
Add transfer settings preset - [ R ]
Preset description:
Transfer mode Filename modification Automatically select this preset when
() Text (plain text, html, scipts, ...) (@) No change T S,
(@) Binary (archives, doc, ...) (2) Upper case Hostname mask:
e Advanced s =2 (©) Automatic () Lower case fdsbe.post.ch
TranSfer Settlng Rule ... Transfer following files in text mode () Lower case 8.3 Username mask:
= *html; *htm; * txt; = php; *.php3; = [ Replace ;=7 ... e09876
bl h Upload options Common options RenmzCaeryu=s:
=> enable the "Ignore
P M . [] set permissions: Preserve timestamp
permission error Opthﬂ. . — ) Local directory mask:
rwr—— (+x) Calculate total size
Ignore permission errors Speed (KB/s): Unlirited mask hints
[C] clear 'Archive’ attribute Dowrload optione
Remove BOM and EOF marks [ Preserve read-only
Other
File mask:
-
mask hints
[ new and updated files only
Ok Cancel ] ’ Help
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